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whoami + Dwolla

Basic Cryptography + TLS Overview

TLS History (SSLv1 to TLS 1.3)  

Use Cases

Opportuni t ies

Best Practices

TLS 1.3

Evaluation Cri teria/Questions

*TLS is a massive topic - wi l l  ci te sources and inspiration for this talk throughout.  Thanks to 
CloudFlare’s TLS leadership, FeistyDuck’s Bul letproof SSL and TLS book and SSLlabs.com

http://ssllabs.com
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Who am I?

Ben Schmitt - VP of 
Information Security

I have the privilege of 
leading InfoSec @ Dwolla 
with a motivated, creative, 
technical and very smart 
group of colleagues.

Focuses: Security by 
design, API/Web 
application hardening and 
security @ scale in a cloud 
environment founded in 
continuous security 
monitoring and adaptive 
defense.  

SecDSM Board Member

Securi ty is 
Never Done
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Modern API Dedicated 
Support

Security & 
Compliance

Scalability For 
Your Growth

ACCESS API

Dwolla’s 
Access API

TLS is a significant part 
of our API’s security 
model.
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My team is embedded 
(seated) within the 
engineering team.  

My team sits about 5 feet 
from the Engineer on the 
right of the photo.  



Meet Chen
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Security is no longer the 
team in the corner, it is an 
embedded partner of the 
team which creates and 
implements technology.

Chen’s focus is on 
continuous security 
monitoring, behavioral 
analysis and special 
projects.  He loves 
cryptography and ping 
pong and is currently 
analyzing our TLS edge.



Basic 
Cryptography

7

Cryptographic solut ions involved in TLS include the fol lowing:
● K ey E x change A lgorithm

○ F orm s  of Diffie-H ellm an, R S A  (legacy)

● A s ym m etric  Cryptographic S ys tem s  
○ R S A  and form s  of E CC
○ Preference for R S A  2048 or greater k eys  or NIS T  P-curves  + 

Curve25519

● S ym m etric  Cryptographic S ys tem s
○ A E S  and other private k ey block  and s tream  ciphers
○ Preference for A E S  256 GCM
○ A uthenticated E ncryption with A s s ociated Data (A E A D)

■ A E S  GCM , ChaCha20-Poly1305

● Digital S ignatures /H as hing A lgorithm s
○ DS A /R S A /E CDS A
○ S H A  2 F am ily

● M es s age A uthentication Code (M A C)
○ Preference for H M A C bas ed on S H A 2

Shared Secrets

Conf ident ial i ty 
wi th Integri ty

Integri ty
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SSL and TLS used interchangeably.  This is and isn’t  ok.
● V endors  s hould get i t r ight.
● M os t m ean T L S  when they s ay S S L  but the contex t m atters .

Prim ary us e-cas e: Client/S erver A pplication S ecurity  (data in-trans it) 
providing Confidentiality  and Integrity .

A  s olution to the clas s ic  A lice <> E ve <> B ob problem :

“T L S  has  ex actly  one perform ance problem : it is n’t us ed widely enough.  
E verything els e can be optim ized.”1

1 https:/ / ist lsfastyet.com/
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question when I 
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Simpl i f ied TLS session setup to exchange cryptographic keys including 
both asymmetric and symmetric keys.

1. Cl ient resolves a remote hostname
2. Cl ient HELLO:

a. Cl ient connects to remote host to obtain a publ ic key 
presented via a Digi tal  Cert i f icate.  Typical ly large-ish RSA or 
equivalent ECC key.  

b. Supported ciphers
3. Server HELLO:

a. Cipher Sui te
b. Keyshare
c. Cert i f icate pedigree evaluated - proceed or not based on 

configuration.
4. Cl ient Finished
5. Server Finished
6. TLS ensues

This is an oversimpl i f icat ion but sufficient for today’s discussion.  We 
wi l l  discuss problems wi th this handshake sequence and solut ions in 
1.3 to simpl i fy and drive secure performance.
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What does TLS look l ike?  From Cloudflare:

https://blog.cloudflare.com/introducing-tls-1-3/

https://blog.cloudflare.com/introducing-tls-1-3/
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What does TLS look l ike?  From my laptop:
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Digi tal  Cert i f icates are created and cert i f ied by a Cert i f icate Authori ty 
such as Comodo, Symantec, GoDaddy, Let’s Encrypt, etc.

A Cert i f icate Authori ty operates a Publ ic Key Infrastructure (PKI).

Cert i f icates are obtained via a Cert i f icate Signing Request (CSR).  
Typical ly PKCS#10 format:

● CS R  contains  inform ation about the applicant s uch as  
Dis tinguis hed Nam e, B us ines s  Nam e, etc.

● M ay be accom panied by additional inform ation to veri fy  the 
authenticity  of the reques t.  

● S igned by applicant’s  private k ey, includes  public  k ey.

Certi ficate is  provided - typically  x 509 form at.
● Includes  public  k ey, identity  and CA  s ignature
● Can be s elf-s igned which is n’t neces s ari ly  bad. 

Pedigree of Digital  Certi ficate provided by Certi ficate Chain to a root of 
trus t.



TLS History
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Over 20 years old.  

● ~ 1994: S tarted as  an internal project @  Nets cape
● 1994: S S L v2
● 1995: S S L v3
● 1999: T L S  1.0
● 2006: T L S  1.1
● 2008: T L S  1.2
● 2010: H T T P S trict trans port S ecurity  (H S T S )/S PDY
● 2011: F orward S ecrecy
● 2012: Content S ecurity  Policy (CS P)
● 2013: ChaCha20-Poly1305
● 2015: L et’s  E ncrypt
● 2017: S H A 1 deprecation
● 2018: T L S  1.0/1.1 deprecation

https:/ /www.feistyduck.com/ssl-t ls-and-pki-history/

https://www.feistyduck.com/ssl-tls-and-pki-history/


TLS History

14

Notable Vulnerabi l i t ies:

● H eartbleed: OpenS S L  vulnerabili ty  allowing m em ory to be leak ed

● CR IM E : A bus ing com pres s ion to ex tract s ecrets  (s es s ion cook ies )

● L ogJ am : T L S  downgrade attack  to ex port-level Diffie-H ellm an 
param eters .

● DR OWN: S S L v2 downgrade attack s  agains t vulnerable s ervers
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Some Use 
Cases

Mutual 
Authentication

> Servers authentication 

+ Client authentication

Web A pplications

> Browsers

> Web/Application Servers

> APIs

> Software Update 

Services

A rm oring 
Protocols

> FTP

> SMTP

V PN

> Cisco AnyConnect

> OpenVPN

> NetScaler



Opportuni t ies
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Downgrade Attacks

Weak cryptography

Static or long-l ived keys

Weak key exchange parameters

Vulnerable components

Compression weaknesses

Conversion to 1.2 and beyond

Complexi ty



Opportuni t ies
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Let’s look @ some poor cipher sui tes which may be 
negotiated by cl ients.

Great Example 1(courtesy of Microsoft):

Real ly Bad Examples:

1https:/ /msdn.microsoft.com/en-us/ l ibrary/windows/desktop/aa374757(v=vs.85).aspx

TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_RC4_128_SHA
SSL_RC4_128_WITH_MD5
SSL_DES_192_EDE3_CBC_WITH_MD5
SSL_RC2_CBC_128_CBC_WITH_MD5
SSL_DES_64_CBC_WITH_MD5
SSL_RC4_128_EXPORT40_WITH_MD5

https://msdn.microsoft.com/en-us/library/windows/desktop/aa374757(v=vs.85).aspx


Best 
Practices
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TLS al l  things: HTTP redirected to HTTPS

>= TLS 1.2

Cert i f icate key strength >=2048 bi ts

Forward Secrecy: each connection individual ly protected wi th di fferent, 
rotat ing keys.

AEAD Ciphers: AES GCM/ChaCha20-Poly1305

HSTS: header in encrypted responses instructing the cl ient to fai l  
closed.

CSP: header di recting cl ient behavior wi th a focus on XSS mit igation

Moni toring of TLS edge.  

SSLLabs.com score



Best 
Practices

B ig thank  you to 
Qualys  for the 
s pons ors hip of 
s s llabs .com

It has  an A PI :-)
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SSLLabs.com (sl ight i rony…) is a wonderful  tool.
● https ://www.hardenize.com / - s im ilar and by the original author 

of s s llabs .com .
● https ://s ecurityheaders .io - focus  on s erver-controlled headers

http://ssllabs.com
https://www.hardenize.com/
https://securityheaders.io


Best 
Practices

What about your 
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We’ve focused on what a server can do...what about the cl ient?
● M icros oft .NE T  F ramework  >= v4.5.  J us t us e 4.6
● J ava >= 7.  J us t us e 8
● OpenS S L  - that’s  tr ick y .  >=v1.01

B rows ers :
● IE  >=v11
● E dge
● Chrome >=v30
● F irefox  >= v27
● S afari  >= 7

Operating S ys tem s :
● Windows  >= 7
● R H E L /CentOS  >=6
● iOS  >=5
● A ndroid >= 5.x



Best 
Practices

What about your 
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● Check your browser configuration @ ssl labs.com:

● Check your servers/CDN/PaaS @ ist lsfastyet.com

http://ssllabs.com
http://istlsfastyet.com


Best 
Practices

What about your 
s tack ?
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Cipher Sui tes - TLS Server configuration guidance from Mozi l la

Excel lent al l -in-one resource for operational teams.

Recommendations for Modern, Intermediate and Old classes of TLS

This is the Cl i ff ’s notes of TLS IMHO and includes a configuration 
generator: https:/ /mozi l la.gi thub.io/server-side-t ls/ssl-config-
generator/

https://wiki.mozilla.org/Security/Server_Side_TLS#Recommended_Ciphersuite
https://mozilla.github.io/server-side-tls/ssl-config-generator/


TLS 1.3

If i t  has to be fast, 
does that mean i t  has 
to be dangerous?
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Signi ficant upgrade from previous versions.  

Fi rst major update since 2008.

Faster - handshake streamlined wi th opportuni t ies for 0-RTT
● R es um ption with data (from  previous  s es s ion) negating the need 

for full  certi ficate ex change.  
○ T he s erver has  been previous ly  authenticated.

● R educed latency 

F ewer Choices  = m ore s ecure
● No com pres s ion
● R em oved features  that are i rres pons ible (S H A 1, M D5, R C4)
● A E A D Ciphers  only
● E phem eral k ey ex change = F orward S ecrecy



TLS 1.3
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Currently IETF Draft: https:/ / tools.ietf.org/html/draft-ietf-t ls-t ls13-21

Supported in some browsers and some appl ications:
● Cloudflare
● Google Canary/Chrom e
● F irefox

https://tools.ietf.org/html/draft-ietf-tls-tls13-21


TLS 1.3
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Forward Secrecy and MITM mit igation

Ephemeral key exchange provides a fantastic mi t igation for MITM 
attacks.

● S o fantas tic , DL P and T L S  decryption is  brok en.
● In F eb 2017, a s chool dis trict in 1M aryland enabled T L S  1.3 for 

Chrom ebook s  (~120,000) and the B luecoat appliances  fai led 
clos ed.

B IT S  (F inancial S ervices  R oundtable) becam e involved (late) in the IE T F  
proces s , T L S  1.3 m ode propos al for data center us e.  2S tatic  Diffie-
H ellm an k ey ex change perm itted.

1http:/ /www.securi tyweek.com/ tls-bug-blue-coat-proxy-breaks-chromebooks-pcs
2htt / / t l i t f / id/d ft t l t t i dh i t l 13 01ht l

http://www.securityweek.com/tls-bug-blue-coat-proxy-breaks-chromebooks-pcs
https://tools.ietf.org/id/draft-green-tls-static-dh-in-tls13-01.html
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Evaluation 
Cri teria

As we purchase 
and consume 
services, consider 
the fol lowing:

Does the application support and/or enforce Forward Secrecy?

Does the application provide downgrade protection?

Does the application enforce HTTP Strict Transport Security (HSTS)?

Does the application support the use of AEAD Ciphers?

Does the application use RSA >=2048 bit or ECC 256 bit keys?

Does the application support secure renegotiation?

Does the application support TLS >= 1.2?

Does the application apply Content Security Policy (CSP)?*

Does the application log TLS negotiations to assist customers?
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